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Study On Most Popular Behavioral Biometrics, 
Advantages, Disadvantages And Recent 

Applications : A Review  
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Abstract: Reducing the growing risks of an unauthorized access to various sensitive systems is a critical issue nowadays. Examples of such sensitive 
systems are bank accounts, secure buildings, personal computers, mobile devices and etc. This has increased the need for deploying a reliable and 
powerful security technology that relies on the automated recognition of individuals. The lack of high-security systems in identifying or verifying people's 
identities has contributed to a growing risk of infiltration of security-related systems. This work is aimed to summarize the existing behavioral biometrics 
schemes and explore the key advantages and disadvantages of the most popular behavioral biometrics technologies. The study is conducted within 
different intervals. 
 
Index Terms: Biometrics, Authentication Systems, Behavioral Authentication Technologies, Voice Recognition System, Gait Recognition, Keystroke 
Dynamics Recognition, Signature Recognition System 

——————————      —————————— 

1. INTRODUCTION                                                                     

Authenticating or identifying persons automatically based on 
their unique physical or behavioral traits is known as 
biometrics recognition. As a terminology, biometrics refer to 
the Greece words 'Bio' which means (life) and 'Metrics' which 
means (measure). Human biometrics traits are divided into two 
categories, physiological and behavioral. Human physiological 
features are face, finger print, ear, hand geometry, iris 
scanning, retina and DNA. These characteristics are unique 
for each individual and cannot be stolen, plagiarized or 100% 
identical even among twins. Behavioral biometrics also known 
as soft biometrics relay on  the psychological features that are 
captured to create a user template. Examples of such 
characteristics are signature, gait, voice, lips moments and 
keystroke dynamics. These are the most popular behavioral 
biometrics techniques which have been deployed for the 
identification/verification purposes [1,2In general, 
authenticating persons can be performed based on what a 
person is, what he/she has, what he/she knows and what 
he/she does. Each human being is born with his/her unique 
observed characteristics such as face. Therefore, we 
recognize people based on who they are. Another way to 
identify an individual is based on what an individual has like 
(ID cards and PINs). When a person tries to login into his/her 
bank account or other online activity by using his/her 
username and password, this way is based on what that 
person knows. The last way to recognize an authorized person 
is based on how that person behaves. Behavioral biometrics 
like keystroke dynamics ,voice, gait and signature are the 
most dominant methods for security sector.  These recognition 
technologies have attracted a lot of researchers due to its low 
cost of implementation in comparison to the physiological traits 
, friendly use and complexity to mimic others typing habits. 
Deploying such authenticating methods instead of PINs and 
passwords which can be easily lost or forgotten.  
 
 
 

Therefore, biometrics recognition techniques can significantly 
provide better security level for real time identification in order 
to decrease any unauthorized access to many applications 
and services such as : 
 

1- Desktop PCs 
2- Smart phones 
3- ATMs 
4- Computer networks  
5- Workstations  
6- Smart cards 

The general structure of this paper is organized as follow,  
section I describes a brief introduction of biometrics 
technologies. Section II covers the literature review of 
biometrics and its related terms. In Section III, a clear 
description of the main procedures that are done by most of 
biometrics authentication methods. A detailed explanation of 
behavioral biometrics techniques along with their advantages , 
disadvantages and recent applications can be found in Section 
IV. Finally, a conclusion and proposed future development are 
well described in Section V. 
 

2. Theory of Automated Authentication 
Technology 
Nowadays, security control and its emerging technologies in 
the cyber world has become a dominant research topic. 
Intrusions and hacking of persons' bank accounts, 
impersonating people in social networking sites, unauthorized 
access to the buildings with security nature and other security 
issues have impacted on the current conducted techniques 
and made a growing need for more accurate and reliable 
security systems. Passwords, PIN, ID cards are weak methods 
in protecting people sensitive data and information through the 
virtual world. However, these traditional methods of user 
authentication still widely used in many domains. But, the 
ability of hackers to break even strong and complex password 
became an easy task [25]. Biometrics based human 
identification or verification has overcome most of the 
requirement of other techniques with low level of security. A 
simple definition of biometrics theory can be derived as 
automated method for identifying/recognizing identities of 
individuals based on their unique physiological or behavioral 
traits [25,26].  
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2.1 Basic Categories of Human Biometrics Traits 
The community of security researchers has classified 
biometrics characteristics into two main categories. The first 
one is physiological biometrics. The second category is 
behavioral biometrics [26]. As well known,  human 
physiological features depend on the fact the a person is 
known by what he/she is observed or recognized by others. In 
another word, face, fingerprint, iris and hand geometry are 
genuine and visible traits for each living person. While the 
other group of biometrics traits are related to what a person 
acts or behaves to identify his/her identity. The popular 
examples of these features are voice, signature, gait and 
typing rhythm (keystroke dynamics). A significant distinguish 
among the two categories is that the first group is difficult to be 
changed due to the biological nature of the traits. However, 
each biometric system has its one limitations that may effect 
on the system accuracy over the time. The second group of 
biometrics features is related to the psychological nature of 
each person. Which means that there is an expected changed 
could be occurred on such habits. A large number of civilian 
applications nowadays are conducting and deploying the 
distinguished characteristics/features of human body for 
identity recognition purpose. Typically, human physiological 
measurements are more stable and difficult to be changed 
without an external influence factor. Such biological traits are 
fingerprint, face, iris, ear, hand geometry, retina and DNA [3]. 
Generally, an individual is identified or recognized by what 
physical characteristics he/she has. The other category of 
biometrics traits are behavioral features also known as soft 
biometrics [41]. The key feature of such human attributes is 
the high level of reliability and accuracy to overcome the issue 
of the unobserved features that are obtained by low level 
images which come with the physiological / hard biometrics. 
Therefore, soft biometrics have shown a significant 
performance for the surveillance purposes which make these 
systems more stable and robust to changes. Examples of such 
characteristics are gait, voice, keystroke dynamics and 
signature [41]. Table1 below, it illustrates some points of 
different biometrics technologies.  
 

Biometrics 
Traits 

Type 
User 
Acceptance 

Reliability Universality 

Face 
Recognition 

Physical M H H 

Voice 
Recognition 

Behavioral H M M 

Finger 
Recognition 

Physical M H M 

Signature 
Recognition 

Behavioral H M L 

Iris Scanning Physical M H H 

Gait 
Recognition 

Behavioral H H M 

Keystroke 
Dynamics 

Behavioral M M L 

Hand 
Geometry 

Physical M M M 

Table 1 : Different biometrics methods and their features 
 

2.2 Related Terms 
Although biometrics are used for various purposes. Biometrics 
has some related terms that explain the essential mechanism 
to deal with the biological and psychological characteristics of 

given persons as a way to determine their identities. 
Identification and verification are both the most popular terms 
that work on the biometric data. Identification is the process of  
evaluating a person's traits by making a comparison among 
the selected features and those which are stored in a huge 
biometrics database [3]. In the verification technique, also it is 
known as authentication technique, there is a matching 
process takes place between the present characteristics of the 
claimed person and what is already stored during the 
enrolment process. Thus, the result of the matching  will lead 
to the authentication of the person's identity. In general, 
identification operation takes longer time than the time that is 
required to accomplish the verification process [3]. 
 

3. Principle Operations of Biometrics System 
There are main basic processes in most of biometrics systems 
whether they are physical or behavioral methods. These 
essential operations are explained in brief below:  

1. Registration: This is the initial process which is also 
known as enrollment process. It plays an important 
role in the general mechanism of the biometric system 
since the data collecting is performed in this stage. 
The created template of the user biometric traits will 
be stored in a database to be used at later time in the 
system. These data contain the required features of 
the user in order to create a unique template for each 
individual which will draw the person identity [3].  

2. Preprocessing: After collecting the data in the 
previous stage. A preprocessing will be applied on the 
stored data. This operation will delete all un useful 
information that may cause in the degradation of the 
overall system performance.   

3. Feature Extraction: This automatic operation is an 
important to be done accurately and efficiently. At this 
step, the best quality of features should be obtained. 
This means that a general filtering on the collected 
data will be applied as a way to generate best user 
pattern. The final data is converted to a computer 
encoding as a preparation for the next operation [3].  

4. Matching: It is the most significant process in the 
automated recognition of individuals. Here, a 
matching score is detected among two of the obtained 
biometrics features. The first one is built at the 
registration process. The other one is collected at the 
identification or authentication step. Thus, a decision 
is made upon the result of this operation which leads 
to the announcement of the claimed identity.  

 
4. Existing Behavioral Biometrics Systems 
Although physical biometrics like fingerprint and face 
recognition are still among the mostly used technologies for 
the authentication purposes. However, newer security systems 
are growing up rapidly. These authentication technologies 
have received a significant amount of attention due to their low 
cost of deployment and the non-intrusive  environment in 
comparison to other physical biometrics systems. Below are 
the most used behavioral biometric systems: 

1- Voice recognition 
2- Gait recognition  
3- Signature recognition 
4- Keystroke dynamics  
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There are several behavioral biometric characteristics have 
been used for multiple security purposes. These systems vary 
from each other in the nature of the biometric traits themselves 
, the environment of the use and their advantages and 
disadvantages. Most of them have not met a 100% of the 
expectations by the applications [4,20]. Behavioral biometrics 
have reached an interesting level of usability and deployment 
due to various advantages. The very low efforts that are 
required by the users for data collection. Also, there is no 
particular hardware apart from a traditional keyboard for the 
authentication process by the system. Therefore, behavioral 
biometrics technologies are inexpensive systems in terms of 
cost of implementation. Several numbers of proposed 
behavioral biometrics systems have shown sufficient level of 
accuracy for identities verification [5].The operational 
developments in both of the applications and the biometric 
traits still on work in order to reach an optimal authentication 
method that can effectively overcome most of security 
applications challenges. In the below section, a brief 
description of the most dominant biometrics methods is 
provided along with their advantages, obstacles and recent 
applications. 

 
1-Voice recognition:  

 General Scenario: Speech recognition as a technology 
was firstly launched by Texas Instruments in 1960 [6].By 
the time, this identification method has received a 
significant amount of attention by the researchers society 
due to the rich information that can be obtained by the 
analysis of different voice synthesis [7]. like other human 
biometrics traits, voice is a unique identifier for each 
person. As known, each human has several vocal organs 
where the voice is achieved by various proportions of both 
mouth and throat as discussed in[8]. The system starts 
when sets of sound waves are obtained by a user 
speaking raw through an Analog-to-Digital converter 
(ADC) [38]. After that, a measurement process takes 
place by the system on the collected sound waves to 
extract frequencies by making a wave segmentation in 
different intervals. A matching process is made by the 
system between the extracted waves and those which are 
stored in the system to get a unique  voice pattern that 
leads to an individual’s identity. A simple implementation 
of a typical speech recognition system is shown in 
Fig.1[10]. 

 

 
Figure 1. Block diagram of voice recognition system 

 

 Advantages: Nowadays, voice recognition has been 
mostly used as one of the robust and reliable login 
methods. Several technology sectors have deployed voice 
recognition such as , online banking (over the phone), 
gaming systems, phones, televisions and computer 
systems , etc [38]. Moreover, voice identification/ 
authentication has been conducted in many security 
sectors, forensic field and surveillance, etc [39].  

 Disadvantages: Similar to other human biometrics traits, 
reliability and accuracy of voice recognition system can be 
effected by a number of factors. For example, illness or 
the throats infection, under the control of emotions and the 
issue of ageing [39].   

 Recent applications: Recently, lots of smart systems have 
employed voice recognition  in the development of many 
domains. For example, in the medical field, a recent 
application has conducted voice recordings in order to 
recognize Parkinson's disease [9]. Apart from security 
purpose, Voice interaction has been used in the education 
process based on mobile environment [10]. Other 
researchers have proposed a smart system which can 
detect victims who are buried under rubble of building 
when a large scale-disasters such as earthquakes [11]. 

 
In addition, a new system was proposed to deploying voice 
recognition based intelligent wheelchair and GPS system for 
those who are physically handicapped for the purpose of 
driving the wheelchair by giving voice commands [12]. A smart 
voice- controlled robot that works and acts on some 
predefined tasks by given commands [30].  The researchers in 
[31] they employed a voice user interface model to propose a 
real-time, robust and universal speaker recognition system. 
Another group of researchers have worked on introducing a 
smart vision stick that can powerfully assists visually impaired 
people to interact via voice recognition commands [32]. 
However, voice recognition system has a enormous growth 
which makes a smart interaction with other technologies like 
Internet of Things (IOT). Such work is deeply discussed in [33] 
where the authors showed a significant impact on the 
proposed system in detecting ultrasonic – based inaudible 
voice attacks to smart homes systems.  

 
2-Gait recognition 

 General Scenario: Human gesture/gait has been used 
as a modern method to identify/authenticate individuals 
identities[13]. Due to the increased demand of employing 
an efficient technology that provides high level of security, 
gait recognition received a significant attention by various 
security researchers communities. It is an emerging 
technology that showed an acceptable performance in 
video surveillance. The Fig.2, shows the basic 
mechanism of gait recognition system.  

 
 

 
 
 
 

 
 
 
 
 

 
 

Figure 2. Block diagram of gait recognition system 
 

Identifying/recognizing a person based on his/her style of 
walking is one of the behavioral biometrics techniques since it 
depends on the analysis of  body structures or body 
movements. As a general idea, the limbs movements in any 
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living organism refers to the ability of walking which is also 
known among human being as human locomotion [34]. In 
order to provide a unique identity, an extraction of a body 
movements can be obtained from a repeated style of walking  
(gait cycle) that comes from a balanced cooperation among a 
human legs, body and arms. There are two main categories of 
Gait recognition, model-free and model-based. A detailed 
explanation can be collected from [34,36].     

 Advantages: Gait recognition technology has become 
more preferable authentication method specially in 
crowded areas that require reliable access control system 
to the sensitive buildings. Due to special features in 
comparison to other biometrics traits like face, finger and 
voice. For example, the effectiveness of individuals 
recognition from long distances and the less cooperation 
between the technology itself and the observed object or 
even no need to have  a persons’ permission. Therefore, 
gait recognition is marked as non intrusive authentication 
technology [13,14,15]. Another advantage of this 
biometrics mechanism, it doesn't require any deployment 
of a particular sensor or hardware device. Traditional 
CCTV may work perfectly. Moreover, the most attractive 
feature of this type of identity recognition technologies is 
the ability to recognize a person even with less resolution 
of the captured images from the selected videos [14].  

 Disadvantages: Although gait recognition has the ability to 
overcome some difficulties of other biometrics traits, there 
are factors that affect the overall system performance. 
One of these factors is an injured leg affects gait 
recognition performance [16]. In addition, when a person 
carries an object, wearing different types of clothes and 
views change.  

 
Recent Applications: A recent identification system was 
proposed by [27] where the researchers applied gait 
recognition in detecting human motions by using Dynamic 
Vision Sensor (DVS) to capture body features. A new article 
has introduced a modern application in detecting people. The 
system is implemented by using single Laser Imaging 
Detection and Ranging (LIDAR) sensor[28]. Moreover, smart 
phones have the contribution on the deployment of using gait 
pattern for individuals characterization. The work in [29] has 
developed a new model to capture a person walking habit 
from smart phone sensor. 
 
3-Signature recognition 

 General Scenario: As a general definition of signature 
recognition technology, it is a behavioral biometric 
method to recognize individuals by the process of 
analyzing their written signatures either online or offline 
[16,17]. This technology was used in the earliest 
decades as a way to distinguish between persons 
[18,19]. It can be acquired either online or offline[16]. 
In another word, a signature can be sketched on a 
paper based using traditional way that is made by 
usual inc. The other way of providing a person 
handwritten signature could be done using electronic 
devices such as mobiles, iPads and stylus [16,20]. 
Below in Fig. 3, main processes of signature 
recognition system are explained. 

 
 

 
 

Figure 3. Block diagram of signature recognition system 
 

 Advantages: for long time, handwritten signature has 
been considered as the most popular way of verifying 
a personal identity [20]. Also, it has a special 
characteristic among other soft biometrics 
methodologies in which very low measurements 
requirements while analyzing a person signature. In 
addition, the widespread use of this technology has 
made it the most familiar and close to everyone's daily 
life [19,20]. An attractive feature of signature 
recognition is the difficulty of taking a person hand 
writing signature when he/she is unconscious. Unlike 
other biometrics technologies such as finger print 
methodology in which the print of the person can be 
easily collected even when the person is 
unconscious. The genuine nature of an individual 
handwritten signature also is an important factor to 
study this type of biometrics attributes.  

 Disadvantages: Although signature recognition has 
shown a number of competitive features, it has some 
points of obstacles or shortcomings. A person may 
change his/her sketch of the signature over the time. 
Also, sickness condition can effect an individual way 
to provide his/her signature.   

 Recent Applications: Implementing signature 
recognition has raised in many domains. Recently, an 
intelligent database management system is proposed 
by [21] for controlling examination process using 
handwritten verification method. Another deployment 
of signature recognition was implemented by [22] on 
Microsoft Azure cloud environment. 

 
4-Keystroke Dynamics 

 General Scenario: Keystroke Dynamics (KD) is an 
interesting authentication method where a user is 
recognized based on his/her typing rhythm [21]. 
However, KD can be categorized into two modes, first 
is Static Keystroke Dynamics (SKD) where the user is 
asked to provide a predefined password by him/her at 
the beginning of the session. The other mode is 
Continuous Keystroke Dynamics (CKD) in this type 
the change in a user behavior is being monitored 
throughout the validity of the authentication session. 
Basic explanation of keystroke dynamics operations is 
illustrated in Fig. 4. 
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Figure4. Block diagram of Keystroke dynamics [40] 
 

 Advantages: one of the most attractive pros of keystroke 
dynamics is that no need for external hardware 
components to be connected to the system. The only 
sensor or the device to be used for data collection is a 
traditional keyboard [22]. This technology has provided an 
effective extension to the current old password verification 
mechanism. Furthermore, recognizing persons based on 
their typing rhythm is an embedded security technique 
which makes it difficult to be observed by outsiders[22]. 
Also, the analysis of keystroke dynamics doesn't produce 
huge computing process.   

 Disadvantages: Although the keystroke dynamics has 
some drawbacks that result on the degradation of its 
performance. This method of verification since it deals 
with keyboards typing tasks, therefore it requires a good 
typing skills in order to acquire a good feature for each 
individual [22,23].  

 Recent Applications: A new authentication system is 
proposed by [24] based on Android mobile environment to 
provide better security mechanism, rather than the simple 
username and password method for access control to 
mobile applications. The researchers in [24] deployed 
CKD for continuous recognition of systems users. The 
researchers in [25] delivered an improvement on the 
accuracy of personal authentication using free text 
keystroke dynamics. They applied one of the data mining 
techniques by clustering users to provide Keystroke 
Cluster Map(KCM) to be used as a classifier. 

 

5. Conclusion and Future Development  
Various security and business procedures rely on the 
automatic recognition of individuals nowadays. Biometrics 
recognition is the process of identifying/verifying a personal 
based on the analysis of his/her unique physiological or 
behavioral traits. As a general speech, there is no 100% 
accurate and reliable biometric system to be deployed in the 
security sectors. Each method has its own advantages and 
disadvantages. A comprehensive study has been conducted in 
this work to introduce the most used biometrics technologies 

for the recognition of individuals identities. As a future work on 
this discipline, a comprehensive investigation is planned on 
the analysis of multiple techniques along with their mostly 
used algorithms. Furthermore,  a comparative study is also 
required to provide a better analysis of such systems for the 
security researchers. 
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