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Surveying the Effect of Vampire Attack
in Wireless Ad-hoc Sensor Networks

R. Isaac Sajan*, J. Jasper** and E. Arun***

Abstract: Ad-hoc low power wireless networks are compaosed of few to large number of sensor nodes. The energy
resources provided for these sensor nodes will be limited. This paper exploresatype of resource depl etion attacks at
routing protocol layer, which aretermed as vampire attacks. Vampire attacks are difficult to detect, but easy to carry
out. Theworst case scenario isthat, a 9ngle vampire can increase network-wide energy usage by a factor of O(N),
where* N’ isthe number of nodesin the network. In this paper, we makea study with the use of PL GP protocol,, which
consists of topology discovery and packet forwarding phases and both the phases are prone to vampire attacks. A
protocol named PL GPawasimpl emented with modification that res tsthe vampireattacks during the packet forwarding
phase and in topal ogy discovery phase. This protocol makes use of signature and attestation chainsin order to verify
that the packets consi stently make progresstowar ds destination during transmission.

Key Words: Wirelessnetworks, sensor nodes, attestation chain, resource depl eti on.

1. INTRODUCTION

Wireless sensor networks are a note worthy category of networks which provides wireless communication
infrastructurein the midst of sensors deployed in adistinct application domain. A sensor network isagroup
of large number of sensor nodes that are placed in a specific region. Sensors use low power and have
limited memory. They uses energy in a constrained way due to their small size. Wireless networks can also
be deployed in extreme environmental conditions and may be prone to enemy attacks. They need to be self-
organized and self-healing and can face constant reconfiguration.

Wireless ad-hoc sensor networks are decentralized type of wireless sensor networks. Such networks
are said to be ad-hoc because it does not depend on any pre-existing infrastructure such as routersin wired
networks and access points in managed wireless networks. Here, all the devices possess equa status and
every node participatesin routing by forwarding packets. Wireless ad-hoc sensor networks are already used
to monitor environmental conditions, factory performance and troop deployment. Inthe near future, wireless
ad-hoc sensor networks promises new applications such as continuous connectivity, ubiquitous on-demand
computing power, instantly deployable communication for military and first responders.

Avallability is an important constraint when designing networks. Most of the attacks such as Denid of
Service (DoS), Black-holeatacks, Worm-hole attacks, Sybil Attacksetc. aretargeted on disrupting theavailability.
The exigting security works are focused mainly on denial of communication at routing or MAC levels.

2. LITERATURE SURVEY

We don't expressthat draining of power is different, but instead these attacks are not defined and evaluated
in the routing layer. A term “deep deprivation nature]2] is mentioned in early methods, which means this
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attack does not allow the nodes to enter alow-power deep cycle and typhus the battery power is drained
faster. But new research on “denial-of-deep” considers the deep cycle only at the MAC layer[3]. Other
research work mentions the power draining at the MAC and transport layerg4, 5, 32]. The malicious
routing loops are explained [6, 7] but no preventive measures are undertaken. Instead, the efficiency of the
MAC and the routing protocols are increased or switched away from the source routing.

In power-confining systems, the consumption of memory, processor power and bandwidth cause
some problems. A familiar example is the SYN flood attack in which the adversary will make several
connectionsrequest to the server and the server will allot the resourcesfor each request. Thusthe resource
gets depleted. But the adversary who alocates minimum resources remains operative. Such attacks can
be reduced by imposing more burden on the connection establishment (Example., SY N cookies[8] which
reducetheinitial connection state in the client or cryptographic puzzleq 9, 10, 11].These solutions provide
minimum load on the legal client who request minimal connection request but prevent the client with
large number of connection. Thisis a type of rate limiting but, it is not preferable because it punishes the
nodes that produce heavy traffic but does not send more data on the network. Since vampire attack
depends upon amplification, these solutions are not effective to explain about the excess load on
the legal nodes.

There are previous research work that describes the attack on quality of service (QoS) depletion in the
network performance[12, 13, 14, 15, 16, 17, 18]. These papers focus on the transport layer instead of
routing protocols. Since, vampire attack do not drop the packets, the quality of the path remain high with
increased latency. Other literature on denial of service in ad hoc networks is expressed with adversaries
who forbid the route setup, interrupt communication or establish own routes to drop and monitor the
packetg 19, 20, 21, 22, 23]. The effect of denial of service on battery power and other resources are not
considered for security. Protocolsthat express security interms of path routing success cannot be protected
againgt the vampires, since these attacks do not use illegal routes for communication. The proposed work
in minimum energy routing focus on the increase of lifetime of power —confining network by using low
energy for the transmission and reception of packets (eg., by minimizing the transmission distance)[ 24, 25,
26, 27] isorthogonal. These protocolsfocus on the cooperative nodesinstead of maliciousnodes. Additional
workson power—consuming MAC, cross-ayer cooperation and upper layer protocols have been proposed.
However, the vampire attack will increase the energy usage in minimum energy routing outline and when
the power consuming MAC protocols are used, these attacks cannot be avoided in MAC layer or in cross—
layer feedback. Attackers will generate packets which produce multiple hops than normal so that nodes
spend more resource to transmit the packet and make each packet more expensive in the presence
of vampires.

Our work proposes an attack —resistant minimum —energy routing which includes energy consumption.
Deng et. al explains the path based attack in [28], which includes the rate limiting of nodes to transmit the
packets. As an example, Aad et. a explains how protocol complaint nodes degrade the performance of
nodeg 29, 30]. Thus, they either generate message when legal nodes does not or transmit packets along
protocol headers that is different from the legal nodes.

2.1. Features of Vampire Attacks

The major feature of vampire attack is that the network will not get immediately unavailable. Vampires
uses protocol compliant messages and transmit data with largest energy drain. Hence, detection of these
attacks are difficult, but it can be carried out with less effort. Vampire attacks are not specific to any
protocol, but it relies on the properties of many popular classes of routing protocols.

Based on the type of protocols used, vampire attacks of different types can be employed. The routing
protocols are either stateless or stateful based on their behavior and functionality. Stateless protocols are
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certain classes of communication protocolswhich handles each request asadiscrete transaction. | ndependent
pairs of request and response are used in communication, since each transaction isindependent of previous
requests. There is no need for the server to retain session information when stateless protocols are used.
Stateful protocols require the preservation of internal state on the server[8].

2.1.1. Attacks on Stateless Protocols

Stateless protocols are susceptible to two kinds of vampire attacks such as carousel attack and stretch
attack. In carousel attack, attacker targets on draining out residual energy of nodes by purposely inducing
loops. In the case of stretch attack, malicious routes are formed by elongating the path for traversal.

a) Carousel Attack: Carousdl attacks are those energy draining attacks by which, attacker creates and
transmits packets through routing loops which are purposely introduced[26]. It exploits the limited
verification of message headers by the source routing protocol. This alows a packet to traverse
through a set of nodes repeatedly and thus forms a loop. This increases the length of route. The
increased length is much higher than the number of nodes in the network.
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A typical carousel attack scenario isillustrated in Figure 1]26]. Here, the packets traverses through the
loop with multiple times A-B-C-D-E-F-A, which results in 18 discrete transactions.

b) Stretch Attack: Stretch Attacks are those energy draining attacks by which artificially long routes
are constructed by malicious node that leads to the packets to traverse a larger number of nodes
than the optimal number of nodes. Figure 2[26] illustrates stretch attack. Source—F—E—Sink is
the honest route. Here malicious node selects alonger route and it affects al nodes in the network.
These path elongation attacks does not have much effect when the network contains small number
of nodes, but have a consderable effect in energy consumption when there are hundreds and
thousands of nodes in the network[26].

2.1.2. Attacks on Stateful protocols

Stateful protocols consists of two important classes namely link-state and distance-vector. Up/down status
of linksin the network are maintained in each node, in the case of link-state protocolslike OL SR. Whenever
a new link is enabled or a link goes down, link-state protocols floods routing updates. In the case of
distance-vector protocols like DSDV, route cost metric, e.g. number of hops, isindexed with the next hop
to every destination. Stateful protocolsareimmuneto carousel and stretch attacks, sincethey uses dynamically
derived routes with the help of numerous independent forwarding decisions. The power of adversaries are
limited due to thisreason. The major types of attacks prevalent on stateful protocols are directional antenna
attack and malicious discovery attack[8].

a) Directional Antenna Attack: When forwarding decisions are made independently by each node
then vampires have small control over packet progress but they can still waste energy by restarting
a packet in various parts of the network. Using a directional antenna, in any parts of the network
attackers can insert a packet, also while forwarding the packet locally. It uses the energy of nodes
that would have to process the original packet, with the expected honest energy expenditure of
O(d), where ‘d’ is the diameter of network. This attack can be said as a half wormhole attack, as
directional antenna constitutes a private communication channel. It can be performed more than
once by inserting the packet at various distant points in the network, at the additional cost to the
attacker for each use of the directional antenna.

b) MaliciousDiscovery Attack: In common routing protocols, route discovery packets are forwarded
by every node in the network, and this helps to initiate flood by sending single message. Malicious
node activates topology change using a number of ways. It may wrongly clam that a new link
added or alink is down to a non-existent node. This attack istrivial in the case of open networks
with unauthenticated routes because a single node can make wrong claim about neighboring nodes
and can emulate multiple nodes in neighbor relationships.

3. PROPOSED SYSTEM

PLGP protocol uses clean date sensor network routing[8]. PLGP defends against all sorts of malicious
attacks except vampire attacks.

PLGP tree shown in Figure 3 [ 23] will be constructed after topology discovery phase. Routing table will
be constructed on each node, based on PLGP tree. Routing tablein node(A) isaso shownin Figure 3. Hash
tree shown in Figure 4 is constructed by hashing the roots of two sub-treesto formtheroot of new sub-tree.
Recursive grouping is done with the help of hash trees. During recursive grouping, smaller groups repeatedly
mergesto form larger groups. Leaf nodes represent node-ids and internal nodes represent group-ids. PLGP
protocol is vulnerable to vampire attacks, both in topology discovery phase as well as packet forwarding
phase. During packet forwarding using PLGP protocol, an attacker can modify hash chains and thisresults
in various vampire attacks such as carousel, stretch etc. These attacks can be prevented using PLGPa
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Figure 3: Routing Table Formation using PLGP Tree
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Figure 4: Hash tree formation

protocol by modifying PLGP protocol by incorporating one-way attestation chains[8]. One-way attestation
chains permits only append operations at a single end. This enables no-backtracking property. Thus vampire
nodes can be detected by analyzing the entries appended on attestation chain. Path elongations and loops
can be detected at each node by verifying attestation chains.

A secure packet forwarding mechanism can be implemented by guaranteeing that the packets will
continuously make progress towards destination during packet forwarding. Packets cannot make progress
when there isno alternate valid path with no vampire nodes. In such cases, packets will be dropped to avoid
further congestion and energy loss. If the neighbor specified in attestation chain is not present, the packet
gets forwarded to the next hop of non-neighbour.

4. PERFORMANCE EVALUATION

The performance of the implemented system can be analyzed with the help of x-graph utility for generating
2-D graphs. The valuesfor analyzing performance can be retrieved fromtracefiles obtained during smulation
using AWK scripts.

4.1. Simulation Setup

The simulation was carried out using ns2 simulator, by creating a 30-node flat-grid topology, out of which,
one node is vampire node. A series of simulations are conducted in order to compare the performances of
existing PLGP protocol and the proposed PL GPawith modification protocol. |EEE 802.11 wastaken asthe
MAC sub-layer protocol. 914 MHz Lucent WaveL AN radio interface with maximum attainable bandwidth
of 2 Mbps was set upped along with a unity gain, 1.5m height Omni-directional antenna. Sensing range
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was taken as 50m and communication range was taken as 250m. An energy model was created for each and
every nodein the topology. Energy model consists of parameters such asinitial energy, transmission power,
reception power, idle power and sense power. Each node possesses 5 joules of energy during the initia
stage. Transmission power was set as 1W, reception power was set as 0.5W, idle power was set as0.1W and
sense power was set as 0.2W respectively. In order to perform datatransfer, Constant Bit Rate (CBR) traffic
is used. Source and destination nodes for data transfer are arbitrarily chosen. The CBR traffic consists of
four packets of 512 bytes/sec each.

4.2. Result

The nodes are deployed in a flat-grid topology after setting the initial positions and implementing the
energy model. The routing protocol (PLGPa with modification) is associated with the topology. In Figure
5, the topology was setup with node(0) as source node, node(29) as destination and node(7) as malicious
node. PLGP tree was constructed after topology discovery phase. Each node stores a copy of PLGP tree.
Routing decisions are made based on this PLGP tree.

In Figure 6, the message was transmitted along with the attestation chains and signature verified by the
source. When amadlicious nodetriesto alter the route by changing the attestation chain and signature, neighbor
nodes can examine the PLGP tree dong with attestation chains and can detect such malicious nodes and they
can re-route packets to next neighbor by avoiding that malicious node during packet forwarding phase. This
increases the total hop count by one. The message reaches the destination using an aternate path which
bypasses maicious node and the vampire attacks are avoided during the packet forwarding phase.

mame ihAamaimeiriNacitran iDraiartiimnin nam PN 4
TIGii. 7 IOy 111 T.iain < -

nalgsis Zhome/ms ik/Deskton/Project/impln. nam

\

1
o Step: 79.4us

|

“4 | = = > 44 0.109556 ,
EE 2
LYoy
=2 A <o
I T
ea| T
' —
— —_ aA £
a5 a4 % &7
/ N N
// ,’74;“\ \\ ,r”'_x\‘\\
— / 9 Z NN . N
/ / / AURY A LN
/ { / AN / o% N\
i 1/ 18 I/ > N
f & \ I/ \ \28
i N VA | b
i I~ .~ ¥ ! \
| S) | |/as | |
\ =l 2 |
PN
\ €0} \ 470 i\ / P
| e = o= /A / f£.3)
A\ 2 Y VAR / AN/
\ N\ /o~ . /
\, g (g \ / ae N\ s /
. N S . / 4
L N a8 g
. P S
-3 - —
<t £ o0
i = 4
=
l-——AE 1 1

| O | |
T T T T T O U O T T T O O O A e

| Topology with one malicious (node:15) and 29 honest nodes
} FLGP Tree constructed after topology discovery phase

‘ |
]

T T
i i

Figure 5: PLGP Tree construction



Surveying the Effect of Vampire Attack in Wireless Ad-hoc Sensor Networks 2057

K nam: /home/msik/Desktop/Project/impin.nam SREOORES
File Views Analusis Zhome/ms jk/Desktop/Project/impln, nan
44 } - = > 44 2,107392 75“93501_12‘-‘&
o =
=
= 2g
= i3
ED 11
17
T
144 £N
£ 12 g < o7
a0 <
a
— 24 =
G 3
() D
N N
oY = ~
£ £5% = Destin
_LP —~ 7 N\
W £
&/ =
- L Wy A
[ o T
18
1g
1
A
<
17
49 20

Figure 6: M essage reaches destination

4.3. Result Analysis

Figure 7 showsthe energy level graph. This graph showsthe residual energy in nodes after message delivery
from source to destination in a 30-node topology with one malicious node and 29 honest nodes. X-axis
shows the time in seconds and Y-axis shows the residual energy in Joules. The existing system was prone
to vampire attacks such as carousel and stretch attacks and this result in consuming more time for message
delivery and reducing residual energy of nodes after message delivery. The newly implemented PLGPa
with modification protocol resists vampire attacks and takes less time for message delivery and has more
residual energy in nodes after message delivery.

Figure 8 shows the energy consumption graph. This graph showsthe energy consumption in nodes after
message delivery from source to destination. X-axis shows the time (in seconds) taken to complete the
message transfer and Y-axis shows the consumed energy in joules.

Energy Consumed = Initial Energy — Minimum Residual energy among the nodes after message transfer.
The existing system uses PLGP protocol and was prone to vampire attacks such as carousel and stretch
attacks and this result in consuming more time for message delivery and energy of nodes for message
delivery. In the graph given in figure 5, carousel attack scenario has the maximum time of 7.4 seconds to
complete message transfer and maximum energy consumption of 3.917 joules. In stretch attack scenario, it
takes 4.4s and 1.952J to complete message delivery. Our proposed system which uses the PLGPa with
modification protocol resists vampire attacks and takes less time and energy for message delivery. The
proposed system takes 2.5s and 1.389J to complete the message delivery. However, the existing system
consumes less energy compared to the proposed system, when the network consists of only honest nodes.
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Inthehonest scenario, existing systemtakes1.99sand 0.512Jto complete the message transfer. Our proposed
system takes dightly higher energy consumption due to the usage of additional bandwidth for attestation
chains and the additional computational overhead for creating and handling them.

Figure 9 showsthe throughput graph. X-axis showsthe timein seconds and Y-axis shows the throughput
in kilobits per second (kbps). Throughput of our proposed is substantially higher (594.94 kbps) during the
entire time of its execution. We can see that, the throughput of system during carousel attack is highest
(658.94 kbps) when the packet traverses through loop and the residual energy of nodes reaches critical
level. The throughput is highest when the packet reaches destination, after implementing carousel attack.
In the honest scenario which uses the existing PL GP protocol, throughput is lowest (408.83 kbps) because
of the lesser number of packets transferred throughout the network due to the absence of vampire node.
Also, theexisting PLGP protocol doesnot incur bandwidth penalty in terms of attestation chains. However,
the impact of preserving attestation chains is negligible when the damages caused by malicious nodes in
various vampire attack scenarios.

5. CONCLUSION

Vampire attacks are special classes of resource depletion attacks, whose prime focus is to deplete the
battery power of nodes in order to disable the network permanently. Various kinds of vampire attacks are
analyzed using a 30-node topology. The network energy expenditure was found to be increasing from 50 to
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100 percent depending on the location of the adversary. PLGPa with modification is a routing protocol
which ismade in order to reduce vampire attacks. It bounds damage from vampire attacks by verifying that
the packets will make progress consistently towards their destinations. PL GPa with modification protocol
has two phases-Topology Discovery phase and Packet Forwarding phase. The protocol will defend against
vampire attacks at packet forwarding phase and at topology discovery phase.
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